/O=ITHAKA/OU=FIRST ADMINISTRATIVE

From: GROUP/CN=RECIPIENTS/C N>

Sent: Monday, February 7, 2011 1:31 PM

To: 'Heymann, Stephen (USAMA)' <Stephen.Heymann@usdoj.gov>
Subject: FW: Can you confirm something quickly for me?

Attach: MIT Abuse - RCA pdf

Hi Steve,

In response to your question, << The abuse from 18.55.6.215 began on September 24" and continued until it
was blocked by JSTOR that evening.

Then abuse began the next morning, on the September 26th, and continued in turn until it was blocked.>>

| am forwarding you a PDF of our incident report for the MIT activity, which contains the answer to these questions. We

don’t know if the activity started on the 24th (although do the other materials we sent show this?) but

9/25
We first noticed it from 18.55.6.215 on the 25th, circa 7 PM.
We blocked this IP circa 9 PM

9/26

This activity started again, this time from 18.55.6.216 around 8 AM
We noticed it around 10 AM

We blocked 18.55.6.216 at 12 PM

We saw activity start from another IP around 1 PM

We blocked their class C 18.55.6.0/24 around 6 PM



